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Large language models are increasingly deployed with access to protected corpora and sensitive
resources, making accurate understanding of user intent essential. Most safeguards evaluate
prompts independently, which is effective for explicit violations but less so when intent develops
gradually across turns. No single prompt may appear decisive while the conversation as a whole
exhibits a coherent behavioral trajectory [5]-[8]. Research on human deception detection reaches
a parallel conclusion: intent is revealed through weak indicators accumulated over time rather
than isolated statements [1], [2]. Work on trajectory-level runtime monitoring further shows that
conversational behavior can be monitored across time under black-box conditions, supporting the
feasibility of an intermediate analysis layer [4]. UNMASK addresses this gap as behavioral
middleware positioned between a conversation source and a downstream evaluator, defining a
layered progression from behavioral observation through primitive measurement, behavioral
features, accumulated evidence, and Intent Dimensions to an Intent Profile, the framework's
canonical output boundary.

This work investigates whether accumulated, explainable behavioral evidence provides more
useful signals for concealed-intent evaluation than isolated prompt analysis alone. The
framework does not observe hidden motivation directly; it measures observable behavior and
converts those observations into structured evidence, separating behavioral measurement from
final intent determination. The project proposes a five-category Primary Intent Taxonomy and
twenty-three Intent Dimensions spanning information-access posture, surface-context framing,
and concealment characteristics; these remain conceptual and are not yet validated.

Two behavioral features are implemented and tested on a limited validation set. Behavioral
Density, a composite feature, combines Topic Persistence, embedding-based alignment of user
turns with topic anchors, with a deterministic lexical fallback, and Specificity Escalation, the
change in operational specificity between early and late turns, under configurable weights [3].
Context Camouflage evaluates whether legitimacy-signaling context may function as cover for
another objective, without treating academic, professional, or creative framing as inherently
deceptive [6]-[8]. A structured benchmark, schema-normalizing loader, and batch execution
workflow support reproducible experimentation. In preliminary weight-sensitivity experiments
on a matched validation pair, a restricted-objective scenario and a benign look-alike, increasing
the Specificity Escalation weight from 0.4 to 0.8 increased Behavioral Density separation from
0.086 to 0.190. Topic Persistence was comparable across both scenarios, indicating that
persistence occurs in benign and restricted conversations alike and that trajectory may be more
discriminative than topical coherence. These observations derive from a limited validation set
and are not generalizable. Future work includes expanded benchmark coverage, empirical



validation of the proposed Intent Dimensions and their mapping to features, ablation and red-
team evaluation, and assessment of downstream contribution.
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